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Enhancing digital resilience in education: An action plan to protect children and young people online states:
“With so many aspects of our lives now entwined with using technology in an online world, supporting our children and young people to be digitally resilient is fundamental. Digital resilience encapsulates the need to develop knowledge, skills and strategies in order for children and young people to:

· manage their online experience safely and responsibly while protecting their digital identity
· identify and mitigate risks to stay safe from harm online
· understand the importance of using reliable sources and employing critical thinking skills to identify misinformation
· seek help when they need it
· learn from their experiences and recover when things go wrong
· thrive and benefit from the opportunities the internet offers.”

“Building digital resilience within our children and young people prepares them to become well-rounded and balanced citizens that recognise the impact of their actions. Ensuring our children and young people use technology responsibly to foster a culture where mental and physical health is not adversely affected by the internet is crucial.

Supporting the social and cultural development of our children and young people, including promoting values such as tolerance and respect for others in all environments, is another overarching objective, which we set out to achieve through our online safety education activities.”

Guidance for education settings on peer sexual abuse, exploitation and harmful sexual behaviour states:

“Young people increasingly experience abuse and exploitation online and/or digitally. This will be more difficult for education settings to identify, as some of it is likely to occur outside schools and colleges. However, it is important to consider the impact of this on young people’s offline lives.”


While regulation and technical solutions are very important, their use must be balanced by educating learners to take a responsible approach. The education of learners in online safety is therefore an essential part of the school’s safeguarding provision. Learners need the help and support of the school to recognise and avoid online safety risks and develop their resilience.
Online safety should be a focus in all areas of the curriculum and staff should reinforce online safety messages across the curriculum. The online safety curriculum should be broad, relevant and provide progression, with opportunities for creative activities and will be provided in the following ways (statements may need to be adapted, depending on school structure and the age of the learners).
· a planned online safety curriculum across all year groups and a range of subjects, (e.g. DCF/PSE/RSE/Health and Well-being) and topic areas and should be regularly revisited 
· key online safety messages should be reinforced as part of a planned programme of assemblies and tutorial/pastoral activities
· it incorporates/makes use of relevant national initiatives and opportunities e.g. Safer Internet Day and Anti-bullying week 
· the programme will be accessible to learners at different ages and abilities such as those with additional learning needs or those with English as an additional language. Learners considered to be at increased risk online (e.g. children in care, ALN learners, learners experiencing loss or trauma or mental health issues) are provided with targeted or differentiated online safety education 
· learners should be taught in all lessons to be critically aware of the materials/content they access online and be guided to validate the accuracy of information
· learners should be taught to acknowledge the source of information used and to respect copyright when using material accessed on the internet
· learners should be supported in building resilience to radicalisation by providing a safe environment for debating controversial issues and helping them to understand how they can influence and participate in decision-making. Note: additional duties for schools under the Counter Terrorism and Securities Act 2015 require schools to ensure that children are safe from terrorist and extremist material on the internet
· learners should be helped to understand the need for the learner acceptable use agreement and encouraged to adopt safe and responsible use both within and outside school
· staff should act as good role models in their use of digital technologies the internet and mobile devices
· in lessons where internet use is pre-planned, it is best practice that learners should be guided to sites checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in internet searches 
· where learners are allowed to freely search the internet, staff should be vigilant in supervising the learners and monitoring the content of the websites the young people visit
· it is accepted that from time to time, for good educational reasons, students may need to research topics, (e.g. racism, drugs, discrimination) that would normally result in internet searches being blocked. In such a situation, staff can request that the technical staff (or other nominated person) can temporarily remove those sites from the filtered list for the period of study. Any request to do so, should be auditable, with clear reasons for the need
· the online safety education programme will be regularly audited and evaluated to ensure the quality of learning and outcomes. 
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Keeping Learners Safe states:

“How safe do learners feel? The United Nations Convention on the Rights of the Child (UNCRC) sets out that children have a right to be safe and protected from harm, and have the right to express their opinions and participate in decision-making. In accordance with the UNCRC, the best way to understand how safe an education setting feels to learners is to ask them and observe how they and staff interact.”

The school acknowledges, learns from and uses the skills and knowledge of learners in the use of digital technologies. We recognise the potential for this to shape the online safety strategy for the school community and how this contributes positively to the personal development of young people. Their contribution is recognised through: (amend as relevant)
· mechanisms to canvass learner feedback and opinion.
· appointment of digital leaders/anti-bullying ambassadors/peer mentors (or similar groups) 
· the Online Safety Group has learner representation
· learners contribute to the online safety education programme e.g. peer education, digital leaders leading lessons for younger learners, online safety campaigns
· learners designing/updating acceptable use agreements
· contributing to online safety events with the wider school community e.g. parents’ evenings, family learning programmes etc.
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