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Extract 5 from Online Safety Policy Templates4


[bookmark: _Toc61445989][bookmark: _Toc61452109][bookmark: _Toc162268620][bookmark: _Hlk62659872]Reporting and responding 
The school has in place procedures for identifying and reporting cases, or suspected cases, of online safeguarding issues/incidents and understands that because of our day-to-day contact with children our staff are well placed to observe the outward signs of these issues. 
We ensure that every member of staff and every governor knows that they have an individual responsibility for reporting and that they are aware of the need to be alert to signs of abuse and neglect, and know how to respond to a learner who may disclose such issues. 
We also understand that reporting systems do not always respond to the needs of learners and that we need to identify issues and intervene early to better protect learners. In order to do this, schools should “Recognise that peer-on-peer sexual harassment is highly prevalent in the lives of young pupils and adopt a whole-school preventative and proactive approach to dealing with it.” (Estyn, 2021)
Schools should understand that online behaviours change, there is a risk that by drawing attention to certain behaviours, schools may inadvertently push children and young people towards the very content from which they are trying to protect them. Therefore, particular care should be given to the manner in which information is shared by schools about online challenges and hoaxes. More information is available in this guidance on Hwb.
The school will take all reasonable precautions to ensure online safety for all school users, but recognises that incidents may occur inside and outside of the school (with impact on the school) which will need intervention. The school will ensure: 
· there are clear reporting routes which are understood and followed by all members of the school community which are consistent with the school safeguarding procedures, and with the whistleblowing, complaints and managing allegations policies. (Schools may wish to consider the use of online/anonymous reporting systems, which can be used by all members of the school community) 
· all members of the school community will be made aware of the need to immediately report online safety issues/incidents
· reports will be dealt with as soon as is practically possible once they are received 
· the Designated Safeguarding Person, Online Safety Lead and other responsible staff have appropriate skills and training to deal with the various risks related to online safety
· if there is any suspicion that the incident involves child abuse images, any other illegal activity or the potential for serious harm (see flowchart and user actions chart below), the incident must be escalated through the normal school safeguarding procedures and the police informed. In these circumstances any device involved should be isolated to support a potential police investigation. In addition to child abuse images such incidents would include:
· incidents of ‘grooming’ behaviour
· the sending of obscene materials to a child
· adult material which potentially breaches the Obscene Publications Act
· criminally racist material
· promotion of terrorism or extremism
· other criminal conduct, activity or materials.
· any concern about staff misuse will be reported immediately to the Headteacher, unless the concern involves the Headteacher, in which case the complaint is referred to the Chair of Governors and the local authority 
· as long as there is no suspected illegal activity, devices may be checked using the following procedures:
· one or more senior members of staff should be involved in this process. This is vital to protect individuals if accusations are subsequently reported.
· conduct the procedure using a designated computer that will not be used by learners and if necessary can be taken off site by the police should the need arise (should illegal activity be subsequently suspected). Use the same computer for the duration of the procedure.
· it is important to ensure that the relevant staff should have appropriate internet access to conduct the procedure, but also that the sites and content visited are closely monitored and recorded (to provide further protection). 
· record the URL of any site containing the alleged misuse and describe the nature of the content causing concern. It may also be necessary to record and store screenshots of the content on the machine being used for investigation. These may be printed, signed and attached to the form (except in the case of images of child sexual abuse – see above).
· once this has been completed and fully investigated the group will need to judge whether this concern has substance or not. If it does then appropriate action will be required and could include the following:
· internal response or discipline procedures
· involvement by local authority (as relevant) 
· police involvement and/or action
· it is important that those reporting an online safety incident have confidence that the report will be treated seriously and dealt with effectively
· there are support strategies in place e.g. peer support for those who are reporting or are affected by an online safety incident 
· incidents should be logged (insert details here). (A template reporting log can be found in the appendix, but many schools will use logs that are included with their management information systems (MIS).
· relevant staff are aware of external sources of support and guidance in dealing with online safety issues, e.g. local authority; police; Professionals Online Safety Helpline; Reporting Harmful Content; CEOP; Keeping safe online on Hwb
· those involved in the incident will be provided with feedback about the outcome of the investigation and follow up actions (as relevant)
· learning from the incident (or pattern of incidents) will be provided (as relevant and anonymously) to:
· the Online Safety Group for consideration of updates to policies or education programmes and to review how effectively the report was dealt with 
· staff, through regular briefings
· learners, through assemblies/lessons
· parents/carers, through newsletters, school social media, website
· governors, through regular safeguarding updates
· local authority/external agencies, as relevant
The school will make the flowchart below available to staff to support the decision-making process for dealing with online safety incidents. 

[bookmark: _Hlk162018884]Online Safety Incident
Unsuitable materials or activity
Illegal materials or activities found or suspected
(Child at no immediate risk/immediate risk
Staff/Volunteer or other adult)
Initial review/Professional strategy meeting with Designated Safeguarding Person (DSP)/ Senior team
Report to the Designated Safeguarding Person (DSP) who may also be responsible for Online Safety
Report to Police using any number and report under local safeguarding arrangements.
DO NOT DELAY, if you have any concerns, report them immediately.
Secure and preserve evidence.
Remember do not investigate yourself. Do not ask leading questions1.
Debrief on online safety incident
Record details in incident log
Review polices and share experiences and practice as required.
Keep incident log up to date and make available to LA, Governing Body etc. as required.
Await Police response
If no illegal activity or material is confirmed, then revert to internal procedures.
If illegal activity or materials are confirmed, allow Police or relevant authority to complete their investigation and seek advice from the relevant professional body.
Implement changes
Monitor situation
The DSP/Headteacher is responsible for wellbeing and as such should be informed of anything that places a child at risk, BUT safeguarding procedures must be followed.
In the case of a member of staff or volunteer, it is likely that a suspension will take place at the point of referral to police, whilst police and internal procedures are being undertaken.

If staff/volunteer or child/young person, review the incident and decide upon the appropriate course of action.

[bookmark: _Toc162268621]School actions
It is more likely that the school will need to deal with incidents that involve inappropriate rather than illegal misuse. It is important that any incidents are dealt with as soon as possible in a proportionate manner, and that members of the school community are aware that incidents have been dealt with. It is intended that incidents of misuse will be dealt with through normal behaviour/disciplinary procedures as follows: (the school will need to agree upon its own responses and place the ticks in the relevant columns. They may also wish to add additional text to the column(s) on the left to clarify issues. Schools have found it useful to use the charts below at staff meetings/training sessions)
[bookmark: _Toc99368211][bookmark: _Toc112767673][bookmark: _Toc162268622]Responding to Learner Actions
	Incidents
	Refer to class teacher/tutor
	Refer to Head of Department / Principal Teacher / Deputy Head
	Refer to Headteacher
	Refer to Police/Social Work
	Refer to local authority technical support for advice/action
	Inform parents/carers
	Remove device/ network/internet access rights
	Issue a warning
	Further sanction, in line with behaviour policy

	Deliberately accessing or trying to access material that could be considered illegal (see list in earlier section on User Actions on unsuitable/inappropriate activities).
	
	X
	X
	X
	
	
	
	
	

	Attempting to access or accessing the school network, using another user’s account (staff or learner) or allowing others to access school network by sharing username and passwords
	
	
	
	
	
	
	
	
	

	Corrupting or destroying the data of other users.
	
	
	
	
	
	
	
	
	

	Sending an email, text or message that is regarded as offensive, harassment or of a bullying nature
	
	
	
	
	
	
	
	
	

	Unauthorised downloading or uploading of files or use of file sharing.
	
	
	
	
	
	
	
	
	

	Using proxy sites or other means to subvert the school’s filtering system.
	
	
	
	
	
	
	
	
	

	Accidentally accessing offensive or pornographic material and failing to report the incident.
	
	
	
	
	
	
	
	
	

	Deliberately accessing or trying to access offensive or pornographic material.
	
	
	
	
	
	
	
	
	

	Receipt or transmission of material that infringes the copyright of another person or infringes the Data Protection Act.
	
	
	
	
	
	
	
	
	

	Unauthorised use of digital devices (including taking images)
	
	
	
	
	
	
	
	
	

	Unauthorised use of online services
	
	
	
	
	
	
	
	
	

	Actions which could bring the school into disrepute or breach the integrity or the ethos of the school.
	
	
	
	
	
	
	
	
	

	Continued infringements of the above, following previous warnings or sanctions.
	
	
	
	
	
	
	
	
	


[bookmark: _Toc29915715][bookmark: _Toc61445991][bookmark: _Toc61452111]

[bookmark: _Toc99368212][bookmark: _Toc112767674][bookmark: _Toc162268623]Responding to Staff Actions
	Incidents
	Refer to line manager
	Refer to Headteacher/ Principal
	Refer to local authority/MAT/HR
	Refer to Police
	Refer to LA / Technical Support Staff for action re filtering, etc.
	Issue a warning
	Suspension
	Disciplinary action

	Deliberately accessing or trying to access material that could be considered illegal (see list in earlier section on unsuitable / inappropriate activities) 
	
	
X
	
X
	
X
	
	
	
	

	Deliberate actions to breach data protection or network security rules.
	
	
	
	
	
	
	
	

	Deliberately accessing or trying to access offensive or pornographic material.
	
	
	
	
	
	
	
	

	Corrupting or destroying the data of other users or causing deliberate damage to hardware or software.
	
	
	
	
	
	
	
	

	Using proxy sites or other means to subvert the school’s filtering system.
	
	
	
	
	
	
	
	

	Unauthorised downloading or uploading of files or file sharing. 
	
	
	
	
	
	
	
	

	Breaching copyright or licensing regulations.
	
	
	
	
	
	
	
	

	Allowing others to access school network by sharing username and passwords or attempting to access or accessing the school network, using another person’s account.
	
	
	
	
	
	
	
	

	Sending an email, text or message that is regarded as offensive, harassment or of a bullying nature.
	
	
	
	
	
	
	
	

	Using personal email/social networking/messaging to carry out digital communications with learners and parents/carers
	
	
	
	
	
	
	
	

	Inappropriate personal use of the digital technologies e.g. social media / personal email.
	
	
	
	
	
	
	
	

	Careless use of personal data, e.g. displaying, holding or transferring data in an insecure manner.
	
	
	
	
	
	
	
	

	Actions which could compromise the staff member’s professional standing.
	
	
	
	
	
	
	
	

	Actions which could bring the school into disrepute or breach the integrity or the ethos of the school.
	
	
	
	
	
	
	
	

	Failing to report incidents whether caused by deliberate or accidental actions.
	
	
	
	
	
	
	
	

	Continued infringements of the above, following previous warnings or sanctions.
	
	
	
	
	
	
	
	



Copyright of these policy templates is held by SWGfL. Schools/colleges and other educational institutions are permitted free use of the policy templates for the purposes of policy review and development. Any person or organisation wishing to use the document for other purposes should seek consent from SWGfL (onlinesafety@swgfl.org.uk) and acknowledge its use. 
Every effort has been made to ensure that the information included in this document is accurate, as at the date of publication in March 2024.  However, SWGfL cannot guarantee its accuracy, nor can it accept liability in respect of the use of the material.
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