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Extract 4 from Online Safety Policy Templates4


[bookmark: _Toc61445987][bookmark: _Toc61452107][bookmark: _Toc162268615]Acceptable use
[bookmark: _Toc162268616]The school has defined what it regards as acceptable/unacceptable use and this is shown in the tables below.

[bookmark: _Toc162268617]Acceptable use agreements
An Acceptable Use Agreement is a document that outlines a school’s expectations on the responsible use of technology by its users. In most schools they are signed or acknowledged by their staff as part of their conditions of employment. Some may also require learners and parents/carers to sign them, though it is more important for these to be understood and followed rather than just signed. 
[bookmark: _Toc162268618]The Online Safety Policy and appendices define acceptable use at the school. Within the appendices there are acceptable use agreements for:

· learners – differentiated by age. Learners will be introduced to the acceptable use rules at induction, the start of each school year and regularly re-enforced during lessons, assemblies and by posters/splash screens around the school. Learner groups (to be described) are encouraged to suggest child friendly versions of the rules. 
· staff /volunteer AUAs will be agreed and signed by staff and volunteers 
· parent/carer AUAs inform them of the expectations of acceptable use for their children and seek permissions for digital images, the use of cloud systems etc. 
· community users that access school digital technology systems will be required to sign an AUA.

The acceptable use agreements will be communicated/re-enforced through: (amend as appropriate)
· student handbook
· staff induction and handbook
· splash screens
· digital signage
· posters/notices around where technology is used
· communication with parents/carers
· built into education sessions
· school website
· peer support.

Schools will need to discuss and agree which activities are acceptable/unacceptable. This will vary with the size/structure of the school and the ages of the learners. It is recommended that the school should discuss and agree on these activities and to complete the following tables as guidance for members of the school community:
	[bookmark: _User_actions][bookmark: _Toc99368209][bookmark: _Toc112767670][bookmark: _Toc162268619][bookmark: _Hlk62659631]User actions 18


	Acceptable
	Acceptable at certain times
	Acceptable for nominated users
	Unacceptable
	Unacceptable and illegal

	Users shall not access online content (including apps, games, sites) to make, post, download, upload, data transfer, communicate or pass on, material, remarks, proposals or comments that contain or relate to:


	Any illegal activity for example:
· Child sexual abuse imagery*
· Child sexual abuse/exploitation/grooming
· Terrorism
· Encouraging or assisting suicide
· Offences relating to sexual images i.e., revenge and extreme pornography
· Incitement to and threats of violence
· Hate crime
· Public order offences - harassment and stalking
· Drug-related offences
· Weapons / firearms offences
· Fraud and financial crime including money laundering
N.B. Schools should refer to guidance about dealing with self-generated nude and semi-nude images (sometimes referred to as ’sexting’) -  Sharing nudes and semi-nudes: Responding to incidents and safeguarding children and young people.
	
	
	
	
	X

	Users shall not undertake activities that might be classed as cyber-crime under the Computer Misuse Act (1990)
	· Using another individual’s username or ID and password to access data, a program, or parts of a system that the user is not authorised to access (even if the initial access is authorised) 
· Gaining unauthorised access to school networks, data and files, through the use of computers/devices
· Creating or propagating computer viruses or other harmful files
· Revealing or publicising confidential or proprietary information (e.g., financial / personal information, databases, computer / network access codes and passwords)
· Disable/Impair/Disrupt network functionality through the use of computers/devices
· Using penetration testing equipment (without relevant permission)

[bookmark: _Hlk126933116][bookmark: _Hlk126932931]N.B. Schools will need to decide whether these should be dealt with internally or by the police. Serious or repeat offences should be reported to the police. Under the Cyber-Prevent agenda the National Crime Agency has a remit to prevent learners becoming involved in cyber-crime and harness their activity in positive ways – read more about this:  NCA Cyber Choices Programme 
	
	
	
	
	X

	Users shall not undertake activities that are not illegal but are classed as unacceptable in school policies:

	Accessing inappropriate material/activities online in a school setting including pornography, gambling, drugs. (Informed by the school’s filtering practices and/or AUAs)
	
	
	X
	X
	

	
	Promotion of any kind of discrimination
	
	
	
	X
	

	
	Using school systems to run a private business
	
	
	
	X
	

	
	Using systems, applications, websites or other mechanisms that bypass the filtering or other safeguards employed by the school 
	
	
	
	X
	

	
	Infringing copyright
	
	
	
	X
	

	
	Unfair usage (downloading/uploading large files that hinders others in their use of the internet)
	
	
	X
	X
	

	
	Any other information which may be offensive to others or breaches the integrity of the ethos of the school or brings the school into disrepute
	
	
	
	X
	














	
Consideration should be given for the following activities when undertaken for non-educational purposes:
Schools may wish to add further activities to this list.

	Staff and other adults
	Learners

	
	Not allowed
	Allowed
	Allowed at certain times
	Allowed for selected staff
	Not allowed
	Allowed
	Allowed at certain times
	Allowed with staff permission/awareness

	Online gaming
	
	
	
	
	
	
	
	

	Online shopping/commerce
	
	
	
	
	
	
	
	

	File sharing
	
	
	
	
	
	
	
	

	Social media 
	
	
	
	
	
	
	
	

	Messaging/chat
	
	
	
	
	
	
	
	

	Entertainment streaming e.g. Netflix, Disney+
	
	
	
	
	
	
	
	

	Use of video broadcasting, e.g. YouTube, Twitch, TikTok
	
	
	
	
	
	
	
	

	Mobile phones may be brought to school
	
	
	
	
	
	
	
	

	Use of mobile phones for learning at school
	
	
	
	
	
	
	
	

	Use of mobile phones in social time at school
	
	
	
	
	
	
	
	

	Taking photos on mobile phones/cameras
	
	
	
	
	
	
	
	

	Use of other personal devices, e.g. tablets, gaming devices 
	
	
	
	
	
	
	
	

	Use of personal email in school, or on school network/wi-fi
	
	
	
	
	
	
	
	

	Use of school email for personal emails
	
	
	
	
	
	
	
	





The school may also wish to add some of the following policy statements about the use of communications technologies, in place of, or in addition to the above table.
When using communication technologies the school considers the following as good practice: 
· when communicating in a professional capacity, staff should ensure that the communication tools they use are officially sanctioned by the school
· any digital communication between staff and learners or parents/carers (email, social media, learning platform, etc.) must be professional in tone and content. Personal email addresses, text messaging or social media must not be used for these communications. 
· staff should be expected to follow good practice when using personal social media regarding their own professional reputation and that of the school and its community
· users should immediately report to a nominated person – in accordance with the school policy – the receipt of any communication that makes them feel uncomfortable, is offensive, discriminatory, threatening or bullying in nature and must not respond to any such communication 
· relevant policies and permissions should be followed when posting information online e.g., school website and social media. Only school email addresses should be used to identify members of staff and learners.

Copyright of these policy templates is held by SWGfL. Schools/colleges and other educational institutions are permitted free use of the policy templates for the purposes of policy review and development. Any person or organisation wishing to use the document for other purposes should seek consent from SWGfL (onlinesafety@swgfl.org.uk) and acknowledge its use. 
Every effort has been made to ensure that the information included in this document is accurate, as at the date of publication in March 2024.  However, SWGfL cannot guarantee its accuracy, nor can it accept liability in respect of the use of the material.
© SWGfL 2024
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