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Extract 2 from Online Safety Policy Templates4


Responsibilities6
7

In order to ensure the online safeguarding of members of our school community it is important that all members of that community work together to develop safe and responsible online behaviours, learning from each other and from good practice elsewhere, reporting inappropriate online behaviours, concerns and misuse as soon as these become apparent. While this will be a team effort, the following sections outline the online safety roles and responsibilities of individuals[footnoteRef:1] and groups within the school. [1:  In a small school some of the roles described may be combined, though it is important to ensure that there is sufficient ‘separation of responsibility’ should this be the case.] 

[bookmark: _Toc162268601]Headteacher and senior leaders
· The headteacher has a duty of care for ensuring the safety (including online safety) of members of the school community and fostering a culture of safeguarding, though the day-to-day responsibility for online safety may be delegated to an appropriate member of the senior leadership team.
· The headteacher and (at least) another member of the senior leadership team should be aware of the procedures to be followed in the event of a serious online safety allegation being made against a member of staff[footnoteRef:2].  [2:  See flow chart on dealing with online safety incidents in ‘Responding to incidents of misuse’ and relevant local authority HR/other relevant body disciplinary procedures.] 

· The headteacher/senior leaders are responsible for ensuring that all staff carry out their responsibilities effectively and receive suitable training to enable them to carry out their roles and train other colleagues, as relevant. 
· The headteacher/senior leaders will ensure that there is a system in place to allow for monitoring and support of those in school who carry out the internal online safety monitoring role. 
· The headteacher/senior leaders will receive regular monitoring reports from the Online Safety Lead.
[bookmark: _Toc162268602]Governors  

Keeping Learners Safe states:
2.38. “All governors, including the chair of governors, should be given access to safeguarding and child protection training to ensure a basic and consistent level of awareness. This training includes, but is not limited to, the Keeping learners safe modules. Governing bodies are responsible for ensuring the education setting policies and procedures for safeguarding meet statutory requirements, and all governors should know what to do if they have concerns about a child.”
3.61. “The DSP should liaise with the designated governor for safeguarding so that the designated governor can report on safeguarding issues, irrespective of whether the issue is online or offline, to the governing body. Reports to the governing body should not be about specific child protection cases, but should review the safeguarding policies and procedures. It is good practice for the nominated governor and the DSP to present the report together”
Governors are responsible for the approval of the Online Safety Policy and for reviewing the effectiveness of the policy e.g. by asking the questions posed in the Welsh Government and UKCIS document Five key questions for governing bodies to help challenge their school to effectively safeguard their learners. This will be carried out by the (insert name of governor group/committee) whose members will receive regular information about online safety incidents and monitoring reports. A member of the governing body will take on the role of Online Safety Governor[footnoteRef:3] [3:  It is suggested that the role may be combined with that of the designated governor for safeguarding. In other settings this may be the management committee person for child protection] 

 to include:
· regular meetings with the Online Safety Lead
· regularly receiving (collated and anonymised) reports of online safety incidents
· checking that provision outlined in the Online Safety Policy (e.g. online safety education provision and staff training is taking place as intended)
· reporting to relevant governors group/meeting  
· membership of the school Online Safety Group 
· occasional review of the filtering change control logs and the monitoring of filtering logs (where possible)

The governing body will also support the school in encouraging parents/carers and the wider community to become engaged in online safety activities.
[bookmark: _Toc162268603]Online Safety Lead
NOTE: It is strongly recommended that each school should have a named member of staff with a day-to-day responsibility for online safety; some schools may choose to combine this with the Designated Safeguarding Person (DSP) role. Schools may choose to appoint a person with a child welfare background, preferably with good knowledge and understanding of the new technologies, rather than a technical member of staff – but this will be the choice of the school.
The online safety lead will:
· lead the Online Safety Group
· work closely on a day-to-day basis with the Designated Safeguarding Person (DSP), where these roles are not combined
· take day-to-day responsibility for online safety issues, being aware of the potential for serious child protection concerns
· have a leading role in establishing and reviewing the school online safety policies/documents
· promote an awareness of and commitment to online safety education across the school and beyond
· liaise with curriculum leaders to ensure that the online safety curriculum is planned and embedded
· ensure that all staff are aware of the procedures that need to be followed in the event of an online safety incident taking place and the need to immediately report those incidents 
· receive reports of online safety incidents[footnoteRef:4] and create a log of incidents to inform future online safety developments [4:  The school will need to decide how these incidents will be dealt with and whether the investigation/action will be the responsibility of the online safety lead or another member of staff, e.g. headteacher/senior leader/Designated Safeguarding Person/class teacher/head of year, etc.] 

· provide (or identify sources of) training and advice for staff/ governors/ parents/ carers/ learners 
· liaise with (school/local authority) technical staff, pastoral staff and support staff (as relevant)
· meet regularly with the online safety governor to discuss current issues, review (anonymised) incidents and if possible, filtering and monitoring logs
· attend relevant governing body meetings/groups 
· report regularly to headteacher/senior leadership team.
· liaises with the local authority/relevant body.
[bookmark: _Toc162268604]Designated Safeguarding Person (DSP) 

Keeping Learners Safe states:
2.14. “The headteacher/principal must appoint the appropriate number of DSPs and deputy DSPs for their education setting and should ensure the DSP: 
· is given sufficient time and resources to carry out the role effectively, which should be explicitly defined in the postholder’s job description 
· has access to the required levels of training and support to undertake the role, including online safety training
· has time to attend and provide reports and advice to case conferences and other inter-agency meetings as required 
· has the appropriate IT equipment to carry out the role effectively.” 
NOTE: It is important to emphasise that these online safety issues are safeguarding, not technical issues; the technology provides additional means for safeguarding issues to develop. Schools may choose to combine the role of Designated Safeguarding Person (DSP) and online safety lead. If the roles of the Designated Safeguarding Person and the online safety lead are not combined, it is suggested that they work closely in collaboration due to the safeguarding issues often related to online safety. 
The Designated Safeguarding Person should be trained in online safety issues and be aware of the potential for serious safeguarding issues to arise from:
· sharing of personal data (See ‘Personal data policy’ in the Appendix.)
· access to illegal/inappropriate materials
· inappropriate online contact with adults/strangers
· potential or actual incidents of grooming
· online bullying.
[bookmark: _Toc162268605]Curriculum Leads

The Keeping Learners Safe safeguarding audit tool suggests:

“The curriculum should support existing policy within the education setting on important issues and provide sufficient information on managing risk, e.g. in: sex and relationships; drug, alcohol and tobacco education; accident prevention; anti-bullying; online safety; extremism and radicalisation.”

Curriculum Leads will work with the online safety lead to develop a planned and coordinated online safety education programme. This will be provided through (amend/delete as relevant):
· a discrete programme
· the Digital Competence Framework
· relationships and sexuality education
· Health and Wellbeing area of learning and experience
· assemblies and pastoral programmes
· through relevant national initiatives and opportunities e.g. Safer Internet Day and Anti-bullying week.
[bookmark: _Toc162268606]Teaching and support staff
School staff are responsible for ensuring that:
· they have an awareness of current online safety matters/trends and of the current school Online Safety Policy and practices
· they understand that online safety is a core part of safeguarding
· they have read, understood and signed the staff acceptable use agreement (AUA), and that this is reviewed regularly
· they immediately report any suspected misuse or problem to (insert relevant person) for investigation/action, in line with the school safeguarding procedures 
· all digital communications with learners, parents and carers should be on a professional level and only carried out using official school systems and devices 
· online safety issues are embedded in all aspects of the curriculum and other activities 
· ensure learners understand and follow the Online Safety Policy and acceptable use agreements, have a good understanding of research skills and the need to avoid plagiarism and uphold copyright regulations
· they supervise and monitor the use of digital technologies, mobile devices, cameras, etc., in lessons and other school activities (where allowed) and implement current policies with regard to these devices
· in lessons where internet use is pre-planned learners should be guided to sites that are checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in internet searches
· where lessons take place using live-streaming or video-conferencing, staff must have full regard to Live-streaming and video-conferencing: safeguarding principles and practice guidance, which outlines key considerations to ensure safe practice when live-streaming.
· Keeping Learners Safe (Paragraph 7.6) states: “Safeguarding is an integral principal of digital learning and the safety and welfare of learners must take precedence over all other considerations. Safeguarding must be integral to the delivery of live-streamed lessons to ensure learners are appropriately protected.”
· they have a zero-tolerance approach to incidents of online-bullying, sexual harassment, discrimination, hatred etc
· they model safe, responsible and professional online behaviours in their own use of technology, including out of school and in their use of social media.
[bookmark: _Toc162268607]Network manager/technical staff 
[bookmark: _Hlk161305499]NOTE: If the school has a managed ICT service provided by an outside contractor or education support partner, it is the responsibility of the school to ensure that the service provider carries out all the online safety measures that would otherwise be the responsibility of the school technical staff, as suggested below. It is also important that the managed service provider is fully aware of the school Online Safety Policy and procedures.
The network manager/technical staff (or local authority/managed service provider) is responsible for ensuring that:
· they are aware of and follow the school Online Safety Policy and Technical Security Policy in order to carry out their work effectively in line with school policy
· the school technical infrastructure is secure and is not open to misuse or malicious attack
· the school meets (as a minimum) the required online safety technical requirements as identified by the local authority, Welsh government via the Education Digital Standards or other relevant body 
· users may only access the networks and devices through a properly enforced password protection policy
· they keep up-to-date with online safety technical information in order to effectively carry out their online safety role and to inform and update others as relevant
· the use of the technical and communications systems is regularly monitored in order that any misuse/attempted misuse can be reported to (insert relevant person) for investigation and action
· the filtering policy (if one exists), is applied and updated on a regular basis and its implementation is not the sole responsibility of any single person (see appendix ‘Technical Security Policy template’ for good practice).
· (if present) monitoring software/systems are implemented and updated as agreed in school or education technology support partner policies

[bookmark: _Toc162268608]Learners
· are responsible for using the school digital technology systems in accordance with the learner acceptable use agreement (this should include personal devices – where allowed), and this is reviewed annually.
· should understand the importance of reporting abuse, misuse or access to inappropriate materials and know how to do so
· should know what to do if they or someone they know feels vulnerable when using online technology
· should avoid plagiarism and uphold copyright regulations
· will be expected to know and follow school Online Safety Policy 
· should understand the importance of adopting good online safety practice when using digital technologies out of school and realise that the school’s Online Safety Policy covers their actions out of school, if related to their membership of the school.

[bookmark: _Toc162268609]Parents and carers 
Parents and carers play a crucial role in ensuring that their children understand the need to use the internet/mobile devices in an appropriate way. 
Enhancing digital resilience in education: An action plan to protect children and young people online (November 2022) states:
“We are committed to nurturing and promoting the safe and positive use of technology to children and young people by building a strong architecture around the child where professionals are skilled and families are aware of how to support children in their online lives. We seek to foster a protective environment for our children and young people by supporting families, practitioners, governors and other professionals creating a culture where keeping children safe online is everyone’s business.”
The school will take every opportunity to help parents and carers understand these issues through:
· providing them with a copy of the learners’ acceptable use agreement (the school will need to decide if they wish parents/carers to acknowledge these by signature)
· publish information about appropriate use of social media relating to posts concerning the school
· seeking their permissions concerning digital images, cloud services etc (see parent/carer AUA in the appendix) 
· providing opportunities for parents and carers to improve their understanding of online safety through parents’/carers’ evenings, newsletters, letters, website, Hwb, learning platform and information about national/local online safety campaigns and literature (amend as relevant)

Parents and carers will be encouraged to support the school in:               
· reinforcing the online safety messages provided to learners in school
· the use of their children’s personal devices in the school (where this is allowed) 

[bookmark: _Toc162268610]Community users
Community users who access school systems/website/Hwb/learning platforms as part of the wider school provision will be expected to sign a community user AUA before being provided with access to school systems. (A community user’s acceptable use agreement template can be found in the appendices).
The school encourages the engagement of agencies/members of the community who can provide valuable contributions to the online safety provision and actively seeks to share its knowledge and good practice with other schools and the community. 

Copyright of these policy templates is held by SWGfL. Schools/colleges and other educational institutions are permitted free use of the policy templates for the purposes of policy review and development. Any person or organisation wishing to use the document for other purposes should seek consent from SWGfL (onlinesafety@swgfl.org.uk) and acknowledge its use. 
Every effort has been made to ensure that the information included in this document is accurate, as at the date of publication in March 2024.  However, SWGfL cannot guarantee its accuracy, nor can it accept liability in respect of the use of the material.
© SWGfL 2024
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