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[bookmark: _Toc162268635][bookmark: _Hlk526180503][bookmark: _Hlk62660662]Devices
Mobile technology devices may be school owned/provided or personally owned and might include smartphone, tablet, wearable devices, notebook/laptop or other technology that usually has the capability of utilising the school’s wireless network. The device then has access to the wider internet which may include the school learning platform and other cloud-based services such as email and data storage.
All users should understand that the primary purpose of the use of mobile/personal devices in a school context is educational. The devices policy should be consistent with and inter-related to other relevant school polices including but not limited to those for safeguarding, behaviour, anti-bullying, acceptable use, and policies around theft or malicious damage. Teaching about the safe and appropriate use of devices should be an integral part of the school’s online safety education programme.
In preparing a devices policy the school should consider possible issues and risks. These may include: 
· security risks in allowing connections to your school network
· filtering of personal devices
· breakages and insurance
· access to devices for all learners
· avoiding potential classroom distraction
· network connection speeds, types of devices
· charging facilities
· total cost of ownership. 

Before implementing a devices policy, schools must undertake a Data Protection Impact Assessment (DPIA) (the page includes a link to a sample DPIA) . Should this identify a high risk to personal data that cannot be controlled then the school is obliged to inform the ICO of this residual risk and are recommended not to proceed with this approach. The ideal situation is for schools to identify a suitable remote access approach (such as a VPN) that provides staff with safe and secure access to personal data.
A range of device implementations is possible.
For further reading, please refer to the Welsh Government Education digital guidance for schools and Bring your own device guidance
A more detailed devices policy template can be found in the Device Management Policy Template Appendix. The school may instead choose to include these aspects of their policy in a comprehensive acceptable use agreement, rather than in a separate devices policy. It is suggested that the school should in this overall policy document outline the main points from their agreed policy. A checklist of points to be considered is included below. 
· The school acceptable use agreements for staff, learners, parents and carers outline the expectations around the use of devices.
· The school allows: (the school should complete the table below to indicate which devices are allowed and define their access to school systems).

	
	School devices
	Personal devices

	
	School owned for individual use
	School owned for multiple users
	Authorised device[footnoteRef:1] [1:  Authorised device – purchased by the learner/family through a school-organised scheme. This device may be given full access to the network as if it were owned by the school.] 

	Student owned
	Staff owned
	Visitor owned

	Allowed in school
	Yes
	Yes
	Yes
	Yes/No[footnoteRef:2] [2:  The school should add below any specific requirements about the use of mobile/personal devices in school.] 

	Yes/No8
	Yes/No8

	Full network access
	Yes
	Yes
	Yes
	
	
	

	Internet only
	
	
	
	
	
	

	No network access
	
	
	
	
	
	


Aspects that the school may wish to consider and include in their Online Safety Policy, devices policy or acceptable use agreements should include the following:
[bookmark: _Toc162268636]School owned/provided devices:

· to whom they will be allocated
· where, when and how their use is allowed – times/places/in/out of school (note the need for some areas to be clearly identified as mobile free zones) 
· if personal use is allowed
· levels of access to networks/internet (as above)
· management of devices/installation of apps/changing of settings/monitoring
· network/broadband capacity 
· technical support
· filtering of devices
· access to cloud services
· use on trips/events away from school
· data protection
· taking/storage/use of images
· exit processes, what happens to devices/software/apps/stored data if user leaves the school
· liability for damage
· staff training.
[bookmark: _Toc162268637]Personal devices

· which users are allowed to use personal mobile devices in school (staff/learners/visitors)
· restrictions on where, when and how they may be used in school
· if used in support of learning, how staff will plan their lessons around the potential variety of device models and different operating systems
· storage
· whether staff will be allowed to use personal devices for school business
· levels of access to networks/internet (e.g. access, or not, to internet/guest wi-fi/network)
· network/broadband capacity
· technical support (this may be a clear statement that no technical support is available)
· filtering of the internet connection to these devices and monitoring the access
· management of software licences for personally owned devices. (the national Microsoft licensing deal through Hwb allows teachers and learners to install core Microsoft applications on personal devices)
· data protection
· taking/storage/use of images
· liability for loss/damage or malfunction following access to the network (likely to be a disclaimer about school responsibility)
· identification/labelling of personal devices 
· how visitors will be informed about school requirements
· how education about the safe and responsible use of mobile devices is included in the school online safety education programmes
· how misuse will be dealt with

Copyright of these policy templates is held by SWGfL. Schools/colleges and other educational institutions are permitted free use of the policy templates for the purposes of policy review and development. Any person or organisation wishing to use the document for other purposes should seek consent from SWGfL (onlinesafety@swgfl.org.uk) and acknowledge its use. 
Every effort has been made to ensure that the information included in this document is accurate, as at the date of publication in March 2024.  However, SWGfL cannot guarantee its accuracy, nor can it accept liability in respect of the use of the material.
© SWGfL 2024



image1.png




image2.png




